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Here a short manual for NAT configuration on Windows 2000 Server. I assume that
you have a moderate experience on Windows 2000.

Local DNS server that will contain also the RRAS service on it:

Logging | b onitoring I Security
Interfaces Fonsarders | Advanced I Foot Hintz

Forwarders help rezolve any DMS guenies not answered by this server.

¥ Enable fonwarders
To add a fonwarder, type itz 1P address, and then click Add.

IF addres::
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212171286
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Diown |
Forward time-out [zeconds): I'I 1]

[T Do not use recursion

Ok, Cancel F¥u][1]

The IP that I use are my ISP DNS servers, you should configure yours ISP DNS IP.



If you don’t have local DNS server in yours network you should configure this on
NAT protocol on the RRAS:
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™| Connect to the muiElic netwark When a name needs to e resolyed

r-— 4




We have to use RRAS wizard to configure the server and after this change some
Of the base configuration:

Main RRAS server screen:

Q Routing and Remote Access

| adion view || & o | @@ XE DB 2

=101 x|

Tree I

SHADCW (local)

E Routing and Remaote Access

% Server Status

----- B} Routing Interfaces
----- E Ports

=& 1P Routing

B General

: E Skatic Routes

B IGMP

E Metwork Address Translation (MAT)
[3--% Remate Access Policies
-] Remote Access Logging

Mame

ERouting Interfaces
Eparts

5 1P Routing

%Remote Access Policies
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RRAS server Properties:

SHADOW (local) Properties

General I Securit_l,ll IF I FFF I Ewvert Ll:nggingl

TR
iy

Raouting and Remate Access

Enable thiz computer az a:

¥ Router

™ Local area netwarls (L] rauting only

& LaN and demand-dial routing

I_ Remote access server

ak. I Cancel

Apply

Don’t use this server also for RAS ! It's a big security risk.




SHADOW (local) Propetties d A

Generall Secuity  IF |F'P'F' I Ewent Luggingl

¥ Enable IP routing

v allow |P-bazed remote access and demand-dial connections

— P addresz azsignment
Thiz server can azsign IP addresses by wsing:
% Dypnamic Host Corfiguration Pratacal [DHCF]
" Static address pool

Fram | To | MHurnber | IF Addr... | b azk, |

sdd. | [ Edk. Remave

Ilze the following adapter to obtain DHCP, DS, and 'WINS addrezses for
dial-up clients.

Adapter; Local Area Connection ADSL j

] Canicel | Amply |




After you use the RRAS wizard, you should have at least 5 Interfaces:
(Of course you need to configure a demand dial and add to it yours information:

user name + password + Authentication method and so on)

5 Routing and Remote Access —1O0] x|
| adion ow || & > | Bm | DB @ |
Tree I Routing Interfaces
E Routing and Remote Access L&M and Demand Dial Interfaces  © | Tvpe | status
Server Status %Remote Router Bezeq Via A0S0 Demand-dial Enabled
= Fay SHADOW (lacal) 'E?Laapback Loopback Enabled
""" g - cuiking Inberf 'E?Lacal Area Connection Local Metwork: Dedicated Enabled
""" L Parts 27 Local Area Connection ADSL Dedicated Enabled
[‘]ﬂ 1P Routing 'E?Internal Internal Enabled
----- B General
B} Static Routes
B TGMP
‘- ) Mebwork Address Translation (MAT)
[3--% Remate Access Policies
-] Remote Access Logging
| | i
By default you will have these ports on the RRAS:
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| acton vew || ¢ = | @@ | E 0 B @ |
Tree I Parts
E Routing and Remate Access Mame  © | Dievice Commenkt | Skatus |
; Server Skatus %WF\N Minipart (PPTP) (YPM4-4) WRN Active
- [ra) SHADCW (local) '@WAN Minipart (PPTP) (YPR4-3)  WPM Inactive
g Routing Interfaces @WAN Miniport (PPTR) (WPM4-2)  WPN Inactive
B WA Miniport (PETF) (YPN4-1) VPN Inactive
E-J..E:L IP Routing @wnw Miniport (PPTPY (WPM4-01  WPM Inactive
e General 2 WaN Miniport (L2TP) (VPH3-4) VPN Inactive
5L Static Routes 22 wan Miiport (L2TR) (YPNZ-3)  WPN Inactive
g IoMP WAN Miniport (LZTP) (WPNG-2)  WPN Inactive
© By Metwark Address Transkation (NAT)
o ':"\::'r P“T,s,s ransatien T WAN Miniport [L2TP) (VPN3-1) ¥R Inactive
. MmOt ACcess T m,as WAN Minipart (LZTP) (WFH3-00) PN Inactive
[]--D Remoke Access Logging . .
@Dwect Parallel {LPT1) PARALLEL Inactive
§3Com Windows Modem PCI A, MODEM Inactive




In IP Routing you need to see the 5 interfaces again:

Lo
| ation vew || & = |BEF DB 2 |

Tree I General
E Routing and Remote Access Interface 5 | Type | 1P Address | administr... | operatian...
! Server Status %Remote Router Bezeq ¥ia ADSL Dernand-dial Mot available Up Disconnec. ..
% SHADCW {local) E?Loopback Loopback, 127.0.0.1 Up Operational

E Routing Interfaces E\&Local Area Connection Local Metwork Dedicated 169.254.9.1 Up Operational

- E Parts 2 Local Area Connection ADAL Dedicated 10,10.9.1 Up Operational
=23 TP Rauting 2 mnternal Internal 169.254.129.26 Up Connected
=

E Static Routes

B 1aMP

e E Metwork Address Translation (MAT)
E]--% Remate Access Policies

[]--D Femote Access Logging

< | 2l

The demand dial have to have a static route like this:

Interface:

[ estination: I o.o. 0.0
Metwork mask: I o.o. 0.0
[3 ateway: I

b etric: 1 =

W Usze thiz route ta initiate demand-dial connections

Ok, I Cancel




In NAT Protocols section you will have two interfaces:

a. Outbound connection Via the Demand dial up:
(You can see the properties of the connection on NAT protocols, and press
twice on the interface that you want to see)

Remote Router Bezeq ¥ia ADSL Properties ilil

General I.-'i'-.du:lress F'u:u:-ll Special Ports I

M etwork Addrezz Translation [MAT] [nterface

i~ Private interface connected to private netwarl;

% Public interface connected to the |nternet

¥ Translate TCRAUDP headers [recommended]

Thiz option allows other computers to send and receive data
through this interface.

0k, I Cancel Apply




b. Inbound connection Via Local NIC interface:

Local Area Connection ADSL Properties el A

General I

' Metwork, Addresz Tranzlation [MAT] Interface

-

{* Private interface connected to private netvork
" Public interface connected ta the Internst

[T | Translate TCRAUDF headers [recommended]

Thiz option allaws other computers b 2end and receive data
through this interface.

O, I Cancel Amply |

I use the NIC interface that connect to the ADSL modem for Inbound (you can choose
to use the other NIC — but it's depend on yours security configuration)

My RRAS Server Configuration:

Main Nic That Connect To ADSL Modem:

IP: 10.10.9.1/8

Subnet Mask: 255.0.0.0

Default Gateway: 10.0.0.138 (ADSL Modem)

DNS Primary: 127.0.0.1

WINS IP: 169.254.9.1/16 (or other local WINS IP - if you have)



Main Nic That Connect To Local Private Network:

IP: 169.254.9.1/16 (Its depend if you use DHCP of RRAS or DHCP from NAT
Or a Static IP for the clients)

Subnet Mask: 255.255.0.0

Default Gateway: Null

DNS Primary: 127.0.0.1

WINS IP: 169.254.9.1/16 (or other local WINS IP - if you have)

Client configuration:

IP: 169.254.9.2/16 (Its depend if you use DHCP of RRAS or DHCP from
NAT or a Static IP for the clients)

Subnet Mask: 255.255.0.0

Default Gateway: 169.254.9.1/16

DNS Primary: 169.254.9.1/16 (or other local DNS IP)

DNS Secondary: DNS IP of yours ISP (this usually need by old OS)

WINS IP: 169.254.9.1/16 (or other local WINS IP - if you have)

¢ You have to use WINS server, if you have old OS or UNIX/Linux in the LAN
(Remember that UNIX\Linux need to have a static mapping on the WINS)

e You could use instead a static IP, IP from DHCP server or NAT allocation
table DHCP (I recommend to use DHCP server instead NAT allocation
table).

By using a Dynamic IP, the client should be configuring to be DHCP
client.

Security:

—

Don’t use any dynamic route protocol.

2. Don’t use on the server any other Server service although you will
Need good antivirus software for servers.

3. Use IP filter on each NIC + demand dial interface.

4. You can't use L2TP from local intranet to internet if you use NAT.

5. Choose ISP that support using encrypt password/information transfer.

6. Use IPSec on yours local network or any other information encryption

Process (It has to support authentication).
7. If you have only Windows 2000 OS, disable the support for LAN manager
and NTLM authentication on the DC and the RRAS.
8. Use NTFS on each machine and remove the Everyone group full control
Permission.

Comments on this manual: yuvall4d@hotmail.com




For more information read:

http://www.microsoft.com/ISN/Columnists/windows 2000 _home_office_gateway.as
p?A=0

http://www.labmice.net/networking/NAT.htm

http://www.microsoft.com/technet/treeview/default.asp?url=/TechNet/columns/cableg
uy/cg0301.asp

http://www.windows-help.net/windows2000/nat-routing.html

http://www.win2000mag.com/Articles/Index.cfm?Article]ID=7882

http://www.mcseguide.com/2000/2000netinf. htm

http://www.intac.com/~cdp/cptd-faqg/

http://www.labmice.net/articles/securingwin2000.htm




